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CAER Health Services Ltd. Data Sharing Agreement 
 
This agreement is between Caer Health Services Ltd and the customer 

Definitions  

1. “Customer” means “any person, organisation, group or entity accepted as a customer of CHS 
to access OH services”  

2. “Data Controller” means “a person who (either alone or jointly or in common with other 
persons) determines the purposes for which and the manner in which any personal data are, 
or are to be, processed”  

3. “Data processor” means “in relation to personal data, any person (other than an employee 
of the data controller) who processes the data on behalf of the data controller”  

4. “Data Sharing Agreement” means this agreement governing the arrangements by which 
personal data will be shared between CHS and the Customer as outlined in Schedule 1.  

5. “Data Sharing” means “the passing of personal data between the Customer and CHS”.  
6. “GDPR” means “General Data Protection Regulation”  
7. “ICO” means “Information Commissioner’s Office”  
8. “CHS” means “Caer Health Services Ltd.”  
9. “Originating Party” means “A Data Controller who shares information for which they are a 

Data Controller with another Data Controller under this Data Sharing Agreement”.  
10. “Receiving Party” means “A Data Controller who receives information from an Originating 

Party under this Data Sharing Agreement”.  

Applicability  

This Data Sharing Agreement applies to all Customers who commission OH services from Caer Health 
Services and agreement is a pre-requisite for accessing Caer Health services.  

Commencement  

This Agreement is deemed to be in force from the 25th May 2018 

Purpose of Data Sharing  

CHS is a provider of professional Occupational Health services to the Customer for the ultimate 
benefit of workers and organisations.  

In order for CHS to provide these services, Data Sharing in certain circumstances is required:  

1. From the Customer to CHS  
2. From CHS to the Customer  

(The nature of the data to be shared includes Sensitive Personal Data & this is detailed in Schedule 1) 
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Organisations involved in Data Processing 

This agreement relates only to Data Processing between CHS and the Customer and as outlined in 
Schedule 1.  

This agreement does not cover the sharing of data with any other party and the respective Data 
Controller responsibilities for each party will be responsible for any such further data control.  

Data Controller Responsibilities  

CHS is the Data Controller for information it receives from referring Customers and other sources. 
CHS is not the Data Processor of the Customer. The Customer is not the Data Processor for CHS.  

Data Sharing responsibilities  

Schedule 1 outlines the data to be shared. The Originating Party is responsible for ensuring they 
have the appropriate  arrangements, notices and consents in place for the release of information to 
be shared with the Receiving Party. Control measures are listed next to each data flow type in 
Schedule 1.  

Once information has been received by the Receiving Party, they have Data Controller 
responsibilities for that body of information that has been received. The Receiving Party should 
ensure they have the appropriate arrangements, notices and consents in place for that information 
to be shared within their organisation.  

Access and Individual’s Rights  

Each Data Controller should make it clear in Privacy Notices how individuals can access information. 
If a subject access request is received by one party and it is believed to relate to information held by 
another party, the subject should be directed to the other party. This is to ensure there are no 
unnecessary delays in individual requests being actioned.  

Complaints or enquiries relating to data should be directed to the relevant Data Protection Officer 
for the responsible Data Controller.  

Information governance  

The datasets to be shared between parties is outlined in Schedule 1. Each Originating Party should 
take reasonable precautions to ensure the data sent is accurate.  

If an inaccuracy is detected:  the Originating Party should be notified (if not discovered by the 
Originating Party).  And all parties should rectify the error without undue delay. 

The data will be transferred utilising commonly available proprietary means.  
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Data Retention  

Sensitive Personal Information outlined in Schedule 1 will be retained by CHS in the following 
circumstances for the following time periods:  

i. Where Statutory Health Surveillance has been carried out – 40 years  
ii. Where no Statutory Health Surveillance has been carried out – 10 years from last OH 

contact  

Retention periods will be notified to data subjects in CHS Privacy Notices. In circumstances where 
there is a change of OH provider, CHS will arrange for transfer of records to the new provider 
directly with them provided the following criteria are met:  

iii. Consent of individuals  
iv. Assurance of appropriate security and data governance arrangements  

However the transfer of such records is not the responsibility of the Customer and is not within the 
scope of this data sharing agreement.  

Data Security  

1. Each Data Controller has responsibility for ensuring the security of data within their Domain.  
2. Each Data Controller shall implement and maintain processes, procedures and controls to 

protect the confidentiality and security of data in accordance with good industry practice.  
3. Each Data Controller should have appropriate technical and organisational measures in place 

when sharing personal data including:  
i. Consent from data subjects  

ii. Encryption of electronic transmission of sensitive personal data such as using Proton 
Mail or PDF with password for email attachments.  

iii. Information sharing within organisations should comply with Data Controller 
responsibilities.  

iv. Physical security of data  
v. Access controls to the data limiting access to only those with a requirement of 

access.  

Data Breaches  

1. The GDPR outlined responsibilities, including for reporting to the ICO, for Data Breaches.  
2. The Data Controller for the domain where the Breach occurred is responsible for reporting 

to the ICO and subsequent management.  
3. In the event of a Data Breach, the responsible Data Controller should implement further 

control measures to reduce the risk or prevent a further breach.  
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Review of Data Sharing arrangements  

1. CHS will audit these arrangements as part of ISO9001:2015 compliance.  
2. Non-conformances will be rectified and notified to relevant parties, which may be the 

Originating Party.  
3. Material changes in the GDPR or associated guidance may require future amendments.  

Termination of services  

1. The data shared under this agreement, as outlined in Schedule 1, is on a referral by referral 
basis.  

2. The effect of the Customer not using CHS services means no more data transfers will occur.  
3. Both parties will still continue to hold Data Controller responsibilities for their information 

domain including responding to contacts from data subjects. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Caer Health services Rev 1 May 2018 
Data Processing Agreement  5 

 

 

 

 
 
 


